


HOW DOES ZL TECHNOLOGIES HELP FIRMS TO COMPLY WITH NASD 2211?
ZL Technologies’ compliance platform provides a comprehensive set of tools for small and large businesses to comply with NASD 2211, including:

• Email archiving and WORM storage
• Email retention policy management
• Email search and discovery
• Email sampling and supervisory review
• Email storage management
• Email attachment management
• Policies to audit archival system
• Instant messaging archival

ZL Technologies provides an all-in-one solution, which stores data on virtually any non-rewriteable device library, jukebox, etc. (CD-R, DVD-R, and 
magneto optical disc, et al). ZL Technologies automatically generates a comprehensive and hierarchically searchable index for headers, message body, 
size, and attachments. ZL Technologies also provides a full auditor application, which enables internal or external auditors to capture specific mails and 
generate an annotated thread for tracking the entire review lifecycle. Additional advantages with ZL Technologies are optional performance 
enhancements, data compression, data encryption, and attachment staging and management.

While ensuring the highest levels of security is a primary consideration, the day-to-day practicality and usability of our solution is also at the forefront 
of our design considerations.

To address this requirement, ZL's solution is completely gateway and server based making it transparent to senders. Since there is no change in user 
experience, no training is necessary. In addition, ZL does not require recipients to download or install any software, applets, or ActiveX components 
onto their system. While many other solutions might claim they do not require any downloads, they might require applets or other installed 
components to run properly, potentially interfering with network firewalls and certain operating systems. ZL truly requires no such downloads, 
transparent or otherwise.

ZL Technologies stores email in open standards MIME format, which allows for easy extraction and migration for simple retrieval and access to 
archived data.

Administrators benefit from a fully automated system, which can be set to manage the entire life cycle of registering, maintaining, and renewing 
users. ZL Technologies’ full suite of automated end-user registration and authentication technologies provide maximum flexibility by tying to existing 
standards such as SSO, SAML, LDAP, Active Directory, and other centralized authentication schemes. These can be stored on directory servers, 
databases, PIN servers, or other structures. ZL Technologies also enables self-administration by users of their passwords or keys depending upon 
which security module is deployed. The burden for administrators operating the system is dramatically reduced.

ABOUT ZL TECHNOLOGIES
Established in 1999, ZL Technologies, Inc. (ZL) provides cutting-edge enterprise software solutions for email archiving, regulatory compliance, 
litigation support, corporate governance, content management, file archiving, and secure email. ZL’s flagship product, the Unified Archive, offers 
comprehensive email and file archiving and management for companies using Lotus Notes/Domino, Microsoft Exchange, Bloomberg, and others. The 
suite provides a highly flexible framework that is fully scalable, enabling organizations of all sizes to meet legal discovery, compliance, and storage 
management requirements. With a proven track record and an impressive list of clients, including Walgreens, Bank of New York Mellon, Pacific Life, 
and Morgan Keegan, among other top global institutions, ZL has emerged as the premier provider of email archiving and compliance solutions. For 
more information, please visit www.ZLTI.com
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NASD 2211 Rules & Regulations

To learn more about how ZL Technologies can help you take control of your data, call us at 
408.240.8989 or visit us online at www.ZLTI.com

Category of Customer Communication NASD Supervision Requirement

Correspondence with fewer than 25 retail customers (whether existing or prospective) Post-use review and approval (Rule 2211)

Post-use review and approval (Rule 2211)

Post-use review and approval (Rule 2211)

Pre-approval (Rule 2210)

Pre-approval (Rule 2211)

Pre-approval (Rule 2210)

Correspondence with 25 or more existing retail customers that does not make any financial or 
investment  recommendation, or otherwise promote  a member’s products or services

Correspondence with 25 or more retail customers (whether existing or prospective) that makes a 
financial or investment recommendation, or otherwise promotes a member’s products or services.

Sales literature for retail customers (i.e., communications that do not qualify as  “institutional sales 
material” or “correspondence”, as defined in Rule 2211). For example, communications may not 
qualify as “correspondence” under NASD rules if they are sent to 25 or more prospective retail 
customers.

Sales literature for institutional customers (i.e., “institutional sales material”, as defined in Rule 2211)

Advertisements (as defined by Rule 2210)




