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Regulation Overview

FINRA: SEC 17a-4 Electronic Books and Records Rule

SEC 17a-4 : ELECTRONIC BOOKS AND RECORDS RULE

In 1934, in an effort to protect investors from fraudulent or misleading claims in the securities industry, the SEC enacted the Securities
Exchange Act, a set of laws that required records be made and kept for the purposes of review and auditing of securities transactions. In 1997,
the Commission amended the primary rule 17a-4 to allow brokerdealers to store records electronically, including electronic communications
and messaging such as email and instant messages.

WHO IS AFFECTED BY SEC 17a-4?

Primarily brokerdealers and those individuals that trade securities or act as brokers for traders are subject to the regulations. Organizationally,
these include: investment banks, securities firms, stock brokerage firms, and any financial institutions that deal in the trading of securities of
any type that are governed by the SEC. In addition, entities that are subject to SEC 17a-4 are also subject to the National Association of
Securities Dealers (NASD), and their regulations on electronic books and records (NASD 3010 and 3110), as well.

WHAT ARE THE REQUIREMENTS OF SEC 17a-4?

For brokerage firms and other ZL Technologies customers, SEC 17a-3, the requirement to make records, and SEC 17a-4, the requirement to
keep records are most relevant. Specific rules surrounding retention, non-rewriteable storage, and ease of retrieval and viewing are highlighted
by 17a-4. NASD regulations dovetail very lightly with SEC rules so it is typical to refer to NASD rules 3010 and 3110, demanding the creation of
policies and retention of reviewable customer records and transaction data.

WHEN IS SEC 17a-4 EFFECTIVE?
All updated aspects of SEC 17a-4 are active as of May 12, 2003.

WHAT ARE THE PENALTIES FOR VIOLATING SEC 17a-4?

Criteria for compliance are strict and penalties for violation severe. In 2002, the SEC fined five of the world's largest investment banks over USD
$8 million dollars for inadequate email retrieval procedures and systems, as defined by SEC 17a-4. Goldman, Sachs & Co., Citigroup Inc.'s
Salomon Smith Barney, Morgan Stanley & Co., Deutsche Bank Securities Inc., and U.S. Bancorp Piper Jaffray Inc. all agreed to pay, review and
report on procedures for email retention. Since then, Bank of America has been fined USD $10 million, and Morgan Stanley was fined USD $50
million, for not meeting 17a-4 requirements. Both those fines came on the heels of other punitive judgments.

HOW DO FIRMS COMPLY WITH SEC 17a-4?

The following are simplified requirements for SEC 17a-4 and NASD 3010/3110. Firms must enact policies or implement technologies to enable:
e Filtering and random sampling of email for supervisory review

Written and enforceable retention policies

Storage of data on indelible, non-rewriteable media

Searchable index of all stored data

Readily retrievable and viewable data

For a highly detailed breakdown of the rules and requirements and how ZL Technologies satisfies each, please refer to the ZL - SEC Rules Matrix.

WHAT DOES ZL TECHNOLOGIES PROVIDE?

Zl's compliance platform provides a comprehensive set of tools for small and large businesses to comply with SEC 17a-4, including:
Email supervision and review, including random sampling, pre- and post-review

Email retention policy management

Email search and discovery

Email archiving and WORM storage

Flexible and customizable lexicon of terms for SEC compliance

Instant messaging and Bloomberg archival

/L. Technologies delivers a comprehensive and scalable solution, which provides 100% capture of email traffic, content filtering and supervisory
review functions, as well as lightning fast search and discovery. ZL Technologies automatically generates a comprehensive and hierarchically
searchable index for headers, message body, size, and attachments. ZL Technologies also provides a full auditor application, which enables
internal or external auditors to capture specific mails and generate an annotated thread for tracking the entire review lifecycle. Additional
advantages with ZL Technologies are optional performance enhancements, data compression, data encryption, attachment staging and
management, and a parallel mail system for disaster response.
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ABOUT ZLTECHNOLOGIES

Established in 1999, ZL Technologies, Inc. (ZL) provides cutting-edge enterprise software solutions for email archiving, regulatory compliance,
litigation support, corporate governance, content management, file archiving, and secure email. ZUs flagship product, the Unified Archive, offers
comprehensive email and file archiving and management for companies using Lotus Notes/Domino, Microsoft Exchange, Bloomberg, and others. The
suite provides a highly flexible framework that is fully scalable, enabling organizations of all sizes to meet legal discovery, compliance, and storage
management requirements. With a proven track record and an impressive list of clients, including Walgreens, Bank of New York Mellon, Pacific Life,
and Morgan Keegan, among other top global institutions, ZL has emerged as the premier provider of email archiving and compliance solutions. For
more information, please visit www.ZLTl.com

To learn more about how ZL Technologies can help you take control of your data, call us at

408.240.8989 or visit us online at www.ZLTl.com
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